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(Group) Messaging is Complex
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(Group) Messaging is Complex

Properties & Features:

• Active security

• Unreliable network

• Dynamic membership

• Administration

• Malicious insiders

• Concurrency

• …

Simplifications:

• Passive adversaries

• Round-based /
synchronous /
reliable / etc. network

• Static group

• Honest members

• Honest deletion

• …
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Systematic Simplification
BidirectionalSesqidirectionalUnidirectional

• Composition of

2x Sesquidirectional

• Signature chain

• Asynchronous key updates
• Symmetric key chain

• Continuous PKE

• Asymmetric key chain

JJ: Proofs (and 

definitions) are 

complicated!
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Unidirectional Group Messaging
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• Forward Security for both

• Post-Compromise
Security for Sender

• Diverging upon
Impersonation

Unidirectional Group Messaging: Security

S
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• Forward Security
for both

• Post-Compromise
Security for Sender

• Diverging upon
Impersonation

• Optimal
Performance ☺

Static Group: Construction
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Dynamic Group, Single Sender: Construction
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• FS for both

• PCS for Sender

• Diverging upon
Impersonation

• Small ciphertexts
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Outlook & Summary
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• Efficient

• Stronger Security

• Open:
• Sesquidirectional
• Malicious Senders
• Unreliable Network
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Open Discussion

• Sender Keys and Unidirectional Messaging:
• Simple

• Core: Forward Security

• Simplicity ֜
?

 Verifiability / Trust

• MLS flexible but complex

• What are your thoughts?
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