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Messaging with Key Updates
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Messaging with Key Updates
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Key-Updatable KeyEncapsulationMechanism

• Used in prior work [PRC18,JSC18,BRVAC20]

• Equivalent to messaging™ [BRVAC20]

• Stronger than “UPKE” (diverging)
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KU-KEM from Unique-Path IBE
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KU-KEM from Unique-Path IBE

Unique-Path IdentityBasedEncapsulation

• The same as Hierarchical IBE

• Only one delegation per secret key

→ Unique secret-key path

So far:

HIBE ⇒ UPIBE

We:

IBE ⇒ Bounded Depth UPIBE

Bounded Depth HIBE ⇒ UPIBE
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Building UPIBE: Bounded Depth q
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Building UPIBE: Bounded Depth q
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Building UPIBE: Bounded Depth q
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Building UPIBE: Bounded Depth q
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Building UPIBE: Bounded Depth q
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Building UPIBE: Bounded Depth q
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Why 1 IBE instance per depth?

→ No Compilation

Building UPIBE: Bounded Depth q
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Why 1 IBE instance per depth?

→ No Compilation

Why 2 delegations per instance?

→ No Prefix

Building UPIBE: Bounded Depth q
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• Dynamic Delegation
via “FS-PKE”

• Single Bounded-Depth HIBE

• Multi-Delegation Epochs

Building UPIBE: Unbounded Depth
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Unbounded Depth UPIBE

• From κ-Bounded Depth HIBE

• Using ROM from Selective

→ Exploit Structure to Aggregate?

Bounded Depth UPIBE

• From 2-Bounded Collusion IBE

• From DDH: 

Summary & Outlook
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