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e Concurrency e Static group key ratcheting

 NoO concurrency
e Special ordering « Definitions of reliability

* Trace delivery e Incompatible with IM
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Summary

* First security model for group instant messaging
« Captures security and reliability
 Description ( reverse engineering) of three major IM protocols

» Application of model to protocols
 Revelation of discrepancies between security definition and protocols:

Closeness Forward Future Traceable No No
Secrecy Secrecy Delivery Duplication Creation
y = by
la.cr/2017/713 @roeslpa
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