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Messaging: End-to-End

• Dynamic group of users

• One central server (always online)

• End-to-end protection

within protected transport layer

• Server potentially malicious

• Multiple users + leaving/joining + users offline + forward secrecy/PCS

ᵼSecurity definition…
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• End-to-end protection

within protected transport layer

• Server potentially malicious

• Multiple users + leaving/joining + users offline + forward secrecy/PCS

ᵼSecurity definition vs. real world protocols
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Á Security Model

Á Issues of Modeling and Issues of Real World Protocols

Á Reliability vs. Instant Messaging

Á Post Compromise Security and Ratcheting
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Summary

• First security model for group instant messaging

• Captures security and reliability

• Description (ᵼ reverse engineering) of three major IM protocols

• Application of model to protocols

• Revelation of discrepancies between security definition and protocols:

ia.cr/2017/713 @roeslpa
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